WHAT ARE THE RED FLAG RULES?

The Red Flag Rule is here to combat Identity Theft. Full compliance is required by
NOVEMBER 1°7, 2008.

The cost of NON-COMPLIANCE specifically calls for civil penalties and fines. The
act also allows for class action law suits.

To help consumers, the Federal Government has ereated rules which place
requirements on companies that have a creditor relationship with a consumer.
Included in that group are banks, savings & loans, credit unions, finance companies,
debt collectors, health care companies, automobile dealers and any other company
which maintains a creditor relationship with a consumer.

WHAT IS REQUIRED?

Dealers who finance even one car on their lot are subject o the new rules. Using
any of the Social Security Number verification services is great and makes good
business sense. That alone does NOT put in compliance. Each dealer must have a
written Program that includes its own concerns and solutions.



IDENTITY THEFT RED FLAGS AND NOTICE
OF ADDRESS DISCREPANCY POLICY AND PROCEDURE

(the “Dealership™) hereby adopts the following
Identity Theft Red Flags and Notice of Address Discrepancy Policy on this day of August,
2008.

(the “Program Coordinator”) is hereby appointed as the
Program Coordinator for this policy. The Program Coordinator will report to

, the of the Dealership.
Should the Program Coordinator cease to be employed by the Dealership or is unable to perform
her duties, shall assume the responsibilities of the Program

Coordinator until a new permanent Program Coordinator is appointed.

The Program Coordinator shall design, implement and maintain policies and procedures
to identify “Red Flags” and notices of address discrepancy as defined the Fact Act of 2003 and
the regulations implementing that Act and as identified in an audit of dealership practices and
experience. These responsibilities include:

Identifying and assessing the risks of identity theft and discovery of address discrepancies
in all areas of the Dealership;

Evaluating the effectiveness of current safeguards that have been implemented to control
risks and to respond to situations in an appropriate fashion;

Designing and implementing appropriate policies and procedures;

Regularly monitoring and testing the policies and procedures for compliance with the
applicable laws;

Regularly monitoring and testing the policies and procedures to determine their
effectiveness in preventing identity theft;

Selecting appropriate service providers that can maintain safeguards to protect against
identity thefi;

Reviewing service provider contracts to ensure that each maintains appropriate
procedures for identifying and responding to situations invelving identity theft;

Regularly evaluating and modifying as necessary the Dealership’s Policy in light of
changes in the Dealership’s operation, contracts and relationships and other matters that
may impact the security or integrity of th Dealership’s customer information and response
to identity theft or a notice of address discrepancy;
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Being the contact person for law enforcement agencies to communicate possible
situations of identity theft. Upon receiving a request for information from any law

enforcement agency, the Program Coordinator will provide the agency with her name,
title and contact information.

If a possible identity theft or address discrepancy is identified, the Program Coordinator
will send a report to the customer and, if necessary, and to the appropriate law
enforcement agency. The report shall include: 1) The customer’s name; 2) The date and
type of transaction; and 3) The social security number, date of birth, address, and other
personal identifying information provided by the customer.

All current employees and new employees as hired, as well as independent contractors
who provide services to or that perform services on behalf of the Dealership, will:

Be subject to satisfactory reference and consumer/criminal report investigations, where
appropriate;

Have access to customer information only for legitimate business reasons;

Receive training in Dealership’s privacy policies, information security standards and this
policy;

Sign and acknowledge their agreement to our Dealership’s privacy policies, information
security standards and this policy;

Protect the confidentiality and security of the customer information used by the
Dealership; '

Maintain the security of their computer passwords;

Refer requests for customer information to the Program Coordinator or appropriate
manager other than requests received within the ordinary course of the Dealership’s
business;

Disclose to other persons or entities only that information which is necessary to complete
a transaction initiated by the customer;

Nofify the Program Coordinator or appropriate manager immediately of any attempts by
unauthorized persons to obtain access to customer information

Notify the Program Coordinator or appropﬁate manager immediately of any password or
customer information that has been subject to unauthorized access.
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Any employee that fails to abide by this Procedure, whether intentional or unintentional,

will be subject to appropriate disciplinary measures, up to and including termination of
employment. If an employee is unsure as to whether a specific disclosure is permitted, the

employee shall check with the Program Coordinator or appropriate manager to verify that it is

acceptable to release the information before doing so.

When an employee ceases to be employed by the Dealership, they will be required to turn
in any dealership keys in their possession. Password and security codes to which the employee
had access will be deleted or changed. Employees will not be permitted to take any customer

information from the Dealership.
Obtaining Customer Information and Verifying Customer identities

The following procedures will be implemented with respect to obtaining customer
information and verifying customer identities:

Forms utilized by the Dealership will request customer information, such as
names, addresses, telephone numbers, birth dates, social security numbers, tax
identification numbers, and driver’s license and insurance information, to enable
the Dealership to verify the identification of its customers. In addition, customers
must sign documentation, including sworn statements in some cases, wherein the
customer represents and warrants that he/she is the person identified in the
documentation.

Employees will request to see the customer’s driver’s license or other form of
government-issued identification bearing a photograph to verify the customer’s identity
and will make a copy of the same to retain in the customer’s file. If a customer requests
financing in connection with a transaction, the customer will be required to provide
employment information and references and must authorize the Dealership to obtain a
credit report, all of which may be utilized to verify the identity of the customer and be
used to check for any notice of an address discrepancy. Employees may also request
copies of the customer’s utility bills, bank or credit card statements and paycheck stubs.

In the event that customer information is conflicting or cannot be verified, employees
shall request additional government-issued documentation evidencing the customer’s
residence and bearing a photograph or other safeguard (i.e. a social security card, alien
identification card, or passport) to enable employees to form a reasonable belief that they
know a customer’s true identity. When appropriate, employees shall write a summary of
the means and results of any measures taken to identify a customer, including the
resolution of any discrepancy in the identifying information obtained. Employees will be
instructed to notify the Program Coordinator if customer information still cannot be
verified, or if the employees have obtained information regarding an address discrepancy
that cannot be explained.
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